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Abstract

A distributed control scheme based on historical information is designed to solve
the problem of stable control of multi-agent systems under denial of service
(DoS) attacks in this article. It achieves the control objective of bipartite output
containment control, that is, the output states of the followers smoothly enter
the target area. The control scheme updates the states of followers through his-
torical information in the control protocol when agents are subjected to DoS
attacks. A distributed state observer with a storage module is designed to effi-
ciently estimate the state of followers and store the observed information as
history information. The historical information of control protocol calls is not
necessarily the real state information in the existence of DoS attacks. Conse-
quently, a closed-loop feedback state compensator is designed. Then, the state

compensator is converted from the time domain to the frequency domain for sta-
bility analysis using the Nyquist criterion. It is obtained that an upper bound on
the amount of historical information can achieve the bipartite output trajectories
containment of the controlled system. The output trajectories of the followers
converge into two dynamic convex hulls, one of which is surrounded by multiple
leaders, and the other is a convex hull with opposite signs of the leaders. Finally,
a numerical simulation is used to verify the proposed control scheme, and the
operability of the scheme is further demonstrated in a physical experiment.

KEYWORDS

bipartite output containment, denial-of-service attacks, frequency domain analysis, historical
information, signed digraph

1 | INTRODUCTION

Over the past few years, the research on the containment control of multi-agent systems (MASs) has been greatly devel-
oped due to its wide application in many fields, such as unmanned aerial vehicle formation,! unmanned vehicle parking,?

Abbreviations: ANA, anti-nuclear antibodies; APC, antigen-presenting cells; IRF, interferon regulatory factor.
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and multi-aircraft navigation.® Distributed containment control methods are used where followers can only use the infor-
mation of neighbors via communication and cannot send data to leaders.* Previous studies have proposed a variety of
approaches to implement the containment control problem, such as a fuzzy control scheme based on finite time and
output feedback developed by combining an adaptive control algorithm and integral compensator technology,® and the
event-triggered cooperative control problem investigated based on the dynamic adaptive control algorithm.® An adaptive
formation cooperative control scheme is proposed to diagnose and compensate for operational faults in actuators,” based
on the modified power integrator technique. Subsequently, significant results have been obtained on the output collab-
orative control problem of both general continuous-time and discrete-time MASs,%° which were later generalized!® and
further improved.>!!

By developing proper control protocols with adjacent information and interaction, MASs can be driven to achieve
various coordinated control and collective behaviors. The common trait of conventional MASs is that all agents are con-
nected only by positive weights representing information transfer, that is, the communication topology considers only the
interaction rules for cooperative relationships.!? It should be pointed out that in social networks or industrial systems,
there are also confrontational relationships in addition to cooperative relationships. Thus, cooperative-adversarial signed
networks are proposed,'® where the adversarial and cooperative interactions between agents are represented by negative
weights and positive weights, respectively. The containment control problem with both of these relationships simulta-
neously is referred to as bipartite containment control. It differs from classic containment control by introducing an
additional convex hull formed by the leaders’ positions with opposite signs. Based on the research idea, the containment
control problem for MASs with cooperation-confrontation relationship has been further developed, such as communi-
cation noise,'# event triggering,'> and time delay.!® The problem of achieving bipartite consensus over a specified time
interval, encompassing antagonistic relationships and time interval constraints, was addressed.!” The necessary and suf-
ficient conditions for achieving bipartite collaborative control are deduced and extended to the case with time intervals
for continuous-time single-integrator MASs with cooperative-antagonistic relationships.'® These results provide a foun-
dation for understanding and solving various coordination control problems in cooperative-antagonistic MASs and have
implications for a wide range of applications. A distributed control approach is utilized based on the above research work
to attain a bipartite consensus. However, the above-mentioned research questions are aimed at the distributed control
system, which is vulnerable to malicious cyber-attacks during signal transmission, resulting in system damage.

In transmitting information in the multi-agent system communication network, malicious attackers may carry out
DoS attacks. DoS attacks have become more clearly understood over the past few years as more reachable patterns are
involved. The study of communication-based autonomous vehicle network systems subject to DoS attacks has been
addressed with regard to the lateral control problem.!® The stability of cyber-physical systems based input-to-state practi-
cal experiencing malicious DoS attacks has been analyzed,?® while a secure control problem for a kind of power systems
with conventional state estimators with DoS attacks is considered.?! In order to defend against DoS attacks, several
approaches have been taken to in-depth study the security of MASs. Specifically, a distributed hybrid event trigger-
ing strategy and a multiple Lyapunov function approach have been proposed?>?* respectively to ensure the stability of
MASs with DoS attacks. A distributed control method for MASs is presented to resist distributed DoS attacks,?* which
includes a resilient observer and an adaptive control algorithm. However, there is currently no available result for the
collaborative control of heterogeneous linear MASs with DoS attacks. One significant challenge in dealing with this
problem is that agents are affected by DoS attacks, rendering them incapable of interacting with one another for a cer-
tain period. Therefore, it is crucial to design an effective method to resist DoS attacks and achieve the cooperative control
problem.

Compared to existing literature, our study introduces a historical information retrieval method based on the gen-
eralized Nyquist criterion and devises a control scheme that involves observation before compensation. This approach
guarantees the achievement of bidirectional output containment control for MASs affected by DoS attacks and commu-
nication disruptions. The main contribution is three-fold:

1. Itisnot feasible for agents to acquire adjacent network information in the presence of a DoS attack, which is a challenge
for updating system states. Therefore, a distributed observer based on the storage module mechanism has been devised
to circumvent this challenge;

2. A storage module is employed in MASs to store the state information of neighbors observed by the distributed state
observer, which may have errors with the real-time real state. Thus, a full-state feedback compensator is designed to
offset the possible error between the observed and real neighbor state information during DoS attacks;
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3. The generalized Nyquist criterion is exploited to determine the maximum historical information of MASs with
DoS attacks, and the bipartite containment control problem is realized. A more accurate description of the
maximum stability operating system constraint than the commonly used Lyapunov method is provided by this
approach.

To provide a structured overview, the remainder of this article is presented as follows. The essential preliminaries and
the problem formulation of bipartite containment control are shown in Section 2. In Section 3, the impact of observation
errors under DoS attacks is discussed and a control scheme for calling historical information from storage modules is
proposed. To confirm the theoretical analysis, a numerical simulation, and a physical simulation are shown in Section 4.
Finally, conclusions are given in Section 5.

2 | PRELIMINARIES AND PROBLEM FORMULATION

A heterogeneous MAS consisting of m leaders and n followers is considered in this article. The communication network of
agents can be represented by a signed digraph ¢ with positive and negative weights. Basic graph concepts are introduced
for subsequent analysis.

2.1 | Graph theory

A heterogeneous MAS associated with the digraph G of signed communications is considered. The interaction relation-
ship among n agents is called the topology of MAS, which can be represented by a communication structure digraph. The
leader exhibits autonomous behavior and cannot receive information, that is, there is no edge pointing to the leader. The
followers can receive information from leaders as well as direct information from neighbor followers. The communica-
tion structure sub-digraph G, of followers and the topology of multiple leaders constitute a complete heterogeneous MAS,
which consists of n followers and m leaders with an interaction relationship described by the signed digraph G with posi-
tive and negative weights. The sub-digraph G, = (J\/' ,E, A) , where the set of follower nodes denotes N' = {n;, ny, ns, ... }
and the set of interaction relationship denotes £ ¢ N x .

An edge (nj, ni) € &€ indicates that node i and node j are neighbors such that they can exchange states information or
data information. An adjacency matrix A = [a;] € R™" related to graph G is given such that a; = 1if (nj, n;) € € while
a; = 0 otherwise. Denote a directed line from node i to node j in the form {(nl-, Nit1), (Mit1, Rig2)s -.. (nj_l, nj) } The
diagonal matrix Gy = diag(g;) € R™" are pinning gains, where g; = Z',:Zj:;"gl] Kronecker product is denoted by ®. Let
R?, RP* be the q dimensional and p X q dimensional Euclidean spaces, respectively. Denote n X n dimensional identity
matrix by I,. The Laplacian matrix £ = [l;] € R™" is givenasl; = Y, 4 @i While lj = —ay; for i # j, there are no self-loops

a; = 0. The degree of agent is D = diag[zjeNi |al]|]

Definition 1 (13). The general Laplacian matrix and the signed Laplacian matrix are denotedas £ =D — A
and L =D — A, where A = [|a,j|] € R™" is the adjacency matrix of a signed digraph .

Lemma 1 (13). Suppose that there is a directed spanning forest for the signed sub-digraph G,. Subsequently,
the following results are equivalent:

(i) The Gy is called structural balance;
(ii) The associated digraph Go(A,) is structurally balanced, then a matrix A, = (A + AT) /2 is hold.
(iti) The signature matrix set Q = diag(c;), o; € {1,—1}, such that A = [|las|] = QAQ, where Q =
Q"=Q'e0.

Remark 1. According to the results of Reference 13, a structurally balanced signed digraph can choose a suit-
able Q so that Q.AQ is non-negative. Furthermore, the MASs associated with the signed digraph can achieve
the bipartite consensus. Therefore, Assumption 3 being true is a prerequisite for Lemma 2. Otherwise, there
is no suitable Q such that Q.AQ is non-negative.
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2.2 | System description

The research object of this article is the general linear heterogeneous dynamic MASs, which consist of m leaders and n

followers, each with dynamic behavior and differing dimensions. The dynamics of the followers are given as follows

ri(t) = Airi(t) + Bju(t

{(t) = Ar(0) + B0 i1 on W
Yi(t) = Ciry(0)

where the input state, control protocol, and output state of the ith follower are denoted by r;(t) € R?, u; € R", and y;(t) €
RY, respectively. The state matrix and control protocol matrix are represented by Ai and B;, respectively. The dynamics of
the leaders are given as follows

{@m=sam k=n+1,...n+m, @

Yi(t) = RE(t)

where the input and output state of the kth leader are denoted by &(t) € RP and yx(¢) € RY, respectively. The constant
matrices S € R?*? and R € RP* need to be designed.
The subsequent technical outcomes are crucial prerequisites for the principal findings.

Definition 2 (13). A signed subdigraph Gy is considered structural balance if there exists a bipartition of
its nodes N7, N> such that N7 [JN, =V, N1 [N =0, and a; > 0, for any n;, nj € Ny, where z € {1,2}.
Moreover, a; < 0 for any Vn; € N7 and nj € N, with z # ¢, z,¢ € 1,2, then Gy is structurally unbalanced.

Assumption 1. For a follower i, there exists a directed line in the signed digraph G from the leader k that can
transfer information called gj.

Assumption 2. The real parts of all eigenvalues of the constant matrix S are nonnegative.

Assumption 3. The signed sub-digraph G, is known as the so-called structural balance and has a
spanning tree.

Assumption 4. For every follower i, the pair (4;, B;) is stabilizable and the pair (A4;, C;) is detectable.

Remark 2. It is important to note that Assumption 4 is critical in control system design because an unstable
state can lead to unpredictable results such as system loss of control or unstable oscillation, which can have
negative impacts on the system’s performance and reliability. Similarly, if a system is undetectable, state feed-
back controllers cannot be used to design the control system. These assumptions are utilized in References 25
and 26.

2.3 | DoS attacks model

DoS attacks are a class of malicious attacks by destroy or block the communication channel, which can interrupt the
communication between agents, thereby destroying the system to achieve the goal of cooperative control. In principle,
such malicious effects can affect the communication channels between agents in MASs. Inspired by Reference 27, we
model the DoS attack by its launching time instants and durations.

The case of DoS simultaneously affecting the communication channels from leaders to followers and among fol-
lowers is considered in this article. It is assumed that data transmission is impossible in the presence of DoS attacks.
The attacker can interrupt communication channels during active periods that vary over time. Considering real-world
resource limitations, DoS attacks from malicious attackers are typically constrained, which means that the duration of
each communication blockage within the system is limited. The sequence {9, },cy, denotes the transitions of the DoS
attacks from normal communication to communication interruption, that is, DoS off/on transitions. Therefore, for a given
time t > An € R, the sets of time instants where DoS time-interval can be expressed as follows?8-3:

K, := {1971} U [On, 9n + Ayl
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represents the nth communication is disrupted, which lasts for a duration of A, > 0, during which encountered DoS
attacks. If A, = 0, the nth DoS attack takes the form of a single signal at time 9,,. The agent updates the state and sends
information to neighbors based on recently received control instructions. For a given time ¢ > f, > 0, the sets of time
intervals when DoS attacks lead to communication failure and normal communication without attacks are denoted as

E(to, ) = | Ko

neN

O(ty, t) = [to, t] \ E[to, t].

Consider DoS attacks on communication can be expressed as

1, otherwise,

aay={0’ if0(0, 1) # @,

where a(t) = 1 implies the MASs subject to DoS attacks, and a(t) = 0 implies no DoS attacks.

Remark 3. In this article, all the communication relationships between agents are vulnerable to malicious
DoS attacks. In particular, malicious attackers are capable of interrupting multiple or all communication
transmissions within each time interval.

24 | Problem formulation
In order to clarify the bipartite output containment control problem studied in this article, it is necessary to introduce the
following definition for the explanation.

Definition 3 (31). There exists a distance from r € R" to w € R" is defined as follows:
dist(r,w) = inf ||r — y|,,
yew

where |-|, denotes the Euclidean norm.

Definition 4 (32). There exists a set w € R" is convex if (1 — x)r + ky € w for all r,y € w and all k €
(0,1). The set of output trajectories of leaders and sign-reversed output trajectories is expressed as Y, (t) =
{Vn+1-Yn+2s --- »Yntm}- The extended convex hull CO(Y,) can be thought of as a convex set containing all
minimal agents in Y,. In other words, for Y, =" (wk — fiyx), it has

n+m
CO(Yy) = {ak 20,420, Y (a+p) = 1},
k=n+1
where the convex hull of CO(Y,) is the minimal convex set of all combinations of ZZ:Z'H By in Y.

Lemma 2 (26). For the system of equations given by

{mm+&n=n§ ’ -

ClIL; =R

For each i ranging from 1 to n, it is ensured that there is a distinct solution (I1;, ;).

The control objective of this article is to achieve bipartite output containment control for heterogeneous MASs subject
to DoS attacks, where the followers and leaders have different dimensional states and communication may be blocked.
The main design objectives are listed below. First, a heterogeneous MAS composed of agents with different dimensional
states is considered. Second, there is information transmission between the leader and followers, and DoS attacks may
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be encountered in this process. Finally, the communication topology associated with MASs includes negative weights in
addition to positive weights.

To achieve the above objectives, a control scheme that invokes the historical information in the state observer and
state compensator is designed, which can be adapted to common intelligent systems. The objective of the bipartite output
containment control problem is to develop a novel distributed control protocol u; such that the output trajectory y; of the
followers asymptotically converges to the convex hull formed by the trajectories of the leaders, one of which is the true
convex hull y, and the sign-reversed unrealistic convex hull —yj, of the leader, that is,

tlim dist(y;(t), Co(Yr(t))) =0, i=1,..,n 4)

The above provides the foundational definitions, lemmas, and notions that are necessary for addressing the problem
in this article. The following section will introduce the main research results.

3 | MAIN RESULTS

In this section, a novel control protocol is proposed to address the state update problem under DoS attacks and achieve
bipartite output inclusion control for heterogeneous MAS.
The output signed containment error of heterogeneous MAS is defined as follows,

ey () = )" ayly(t) — sgn(ay)yi(0)]
j=1
n+m

+ z ik [V(8) — sgn(gulyi()] (5)
k=n+1

the following error can be obtained by further derivation

n

&, = Y [agy;(®) — |aglyi0)]

j=1
n+m
+ Y [gwye(® — Igulyi(o)]
k=n+1
n+m n+m
= Z iy (t) — 2 |Gik [vi(2)
k=n+1 k=n+1
+ D agy®) — |aglyio)]. (6)
j=1

Let @ = i[‘, + G, then The output signed containment error (6) can be obtained as

e = (Gk®1;)Y,
- [(D —A®I+ (Ek ®Iq>]Y1
= (G ®I)Y2— (D ®Iy) Y1, (7)

T
where e,(t) = [ey, (1), €),(0)] , Y1 = 1(8), ... ,ya(®]" and Y = [Yps1 (D), -, Yarm(®]'.
Considering the DoS attacks model, the cooperative control tracking error in the above case can be defined as

ey(H) = (1 — a(®)ey(t) + a(t)e,(t — 7(1)), )
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where 7(t) represents the history of information transmitted in communication between agents. Because of DoS attacks,
historical information is time-varying and satisfies 0 < z(t) < h, h means the maximum historical information that can
be saved.

DoS attacks can attack all communication channels, blocking the transmission signals between agents and preventing
them from receiving real-time data, resulting in reduced system performance. To determine the agent state of the last
received normal communication information, the distributed state observer is designed as

. . ) )
i(®) = Ciy(0)

{ Fi(t) = Aifi(0) + But(t) — Diyi() = $i(0))
where 7; is the observation state and D; is the observation gain matrix that needs to be adjusted. Then, the state observation
errors under DoS attacks can be defined as follows

(t) = r(t) — (D), (10)

where F(t) = [F1(t), F2(0), ..., Fa()]" and #(t) = [P1(0), }2(0), ... ,i’n(t)]T.

Lemma 3. For given the followers’ dynamics (1) and the leaders’ dynamics (2) and assuming that Assumptions
1-4 are satisfied, the state observer can asymptotically achieve tracking of the follower r; under DoS attacks. It
holds that tlim #(t) = 0 if D; is adjusted such that A; + D;C is stable.

Proof. 1t is noted by (9) and (10) that

H(t) = i(6) — (D)
= diag(A;)r(t — h) + diag(B;)u(t — h)
— |diag(A)P(t — h) + diag(Byu(t — h)]
— [diag(Di)i(t — k) = $:(t — h))
= diag(A; + D;C)F(t — h). (11)

The state observer tracking error tlim X(t) = 0 can be achieved if D; is designed such that A; + D;C; is sta-

ble. This means that the state observer can effectively track the system’s state even in the presence of DoS
attacks. [

Remark 4. When a multi-agent system encounters DoS attacks, followers are typically unable to receive state
update information from the leader. Hence, a distributed state observer is designed to provide state obser-
vation information for the system affected by the aforementioned issues. Lemma 3 gives the condition for
effective observation by the distributed state observer. It is worth emphasizing that, due to the existence of a
storage module, when a DoS attack occurs, the distributed state observer actually tracks the historical state
information, that is, 7(t — h). The historical state information stored in the storage module may be different
from the true state information. For general intelligent systems, the controller will not be attacked by DOS
when calling historical information from the storage module.

To eliminate the aforementioned error and enable the followers to achieve the desired state under DoS attacks, a
feedback compensator needs to be designed. According to Lemma 2, the following full-state feedback compensator is
designed as follows

&i(t) = S&(t) + Y. (ag&() — |ag|&()
j=1
n+m
+ D @) — I8l (D). (12)

k=n+1

85U8017 SUOWILIOD BAIER.D 8|qed!(dde auy Aq pausenob a1e ssppie YO ‘SN JO S9InJ o Arig1 8UlUO A1 UO (SUORIPUOD-PUR-SLUBIAL0D A8 |1 Ae1q 1l |UO//SdNL) SUORIPUOD Pue SWwis 1 8y} 89S *[£202/2T/8T] U0 A%igiTauliuO AB|IM *[10UN0D Yoessay EIIPSIN PUY UIESH UOIeN AQ 8ZTZ 0UI/Z00T OT/I0p/u0d A8 im Ariqpuljuoj/sdny wouy papeojumod ‘0 ‘6EZT660T



8 Wl LEY YANG ET AL.

Consider the MAS subject to DoS attacks, &,(t) in (8) can be reformulated as
&,(t) = e,(t — 7(t))

V(e - 70

- (Ek ® Iq)Yz(t - T(t))]

[ diag(Cr(t — (1))

(G, )t @ REC - 7(0)]

= —(® ® I) |diag(Cor(t — z()
~diag(C;T) (P ® T,) ™ (G ® Iy )Ett - (1)

= — (D ® Iy) {diag(CIr(t — =(1))
~diag(I)3(t - 7(1))] }
= —(®c ® Iy) {diag(CHIr(t — 7(1))
+y(t — (1)) + diag(1)s(t — z(1))] }. (13)

where 6(t) = £(t) — (Cbk ® Iq)_1 <5k ® Iq>E(t) is denoted by the full-state feedback signed compensator errors. The cur-

rent &, represents the cooperative control tracking error under DoS attacks. It will now be demonstrated that bipartite
containment control of MASs under DoS attacks is achieved by u;(t), which utilizes the history information from state
observers and feedback compensators in followers.

The state observation signed containment errors under DoS attacks are defined as follows,

y () = 7(t) — diag(I1)E(1), (14)

where y() = [71(£), 72(8), ... , ya(D]" and &) = [E1(1), E(D), ... ,ED]"

Lemma 4. The signed compensator errors (14) can converge to zero under Assumptions 1-3, that is,
tlim 6(t) = 0, if historical information h is satisfied

T

h< ————,
2Amax(@)

(15)

where Amax(@) is denoted as the maximum eigenvalue of ¢.
Proof. According to the signed compensator errors (14), we can obtain
80 =0 - (@ 1) " (Gl )é)
=, @ SEEt—h) — (P ® ) 5(t — h)
(@ ®1,) " (Ge® L )&t -
= ® )&t —h) — (Px ® I;)6(t = h)
~ L ®S) (@ ®1,) " (Ge® 1, &t~ h)
=7, ®9S) — (Px ®1y)]6(t — h). (16)

Let o = (I, ® S) — (@ ® I;), one has
5(t) = pé(t — h). (17)
Then, it can be obtained by applying the Laplace transform to the above equation,

$8(s) — 8(0) = e "s(s). (18)
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From [sI — pe™*"| = 0, the system (18) will converge when s has roots in the negative plane. The former for-
mula can be written as |I (p—| =0, s # 0. Let s = jw, according to the Nyquist criterion, if M varies

with @ and does not pass through any point in (—1,0), the system will converge, where A(¢p) denotes the
eigenvalues of ¢.

Note that
| ()] (cos® — jsin®") - j [A(@)|sin®® | A(¢p)|cos™
p — S e (19)
then, such that M = 0and —% = 0, it can be obtained 7(t) < mm( 2@ ), which is equivalent to
h< 2|4 (qo)l "

Remark 5. In Lemma 4, a frequency-domain-based stability analysis method and the Nyquist criterion are
used to analyze the distribution of characteristic roots in the complex plane, thereby determining the conver-
gence characteristics of the system state. Compared with commonly used Lyapunov and LMI methods, the
frequency-domain-based method used in this article can more intuitively reveal the influence of historical
information on the control protocol and better reveal the robust characteristics and controllability of the sys-
tem. If the ¢ matrix is designed to be Hurwitz, Equation (17) can be stabilized when 6 is in the complex plane.
The stability range matches the range obtained using the Lyapunov method and is not the maximum stabil-
ity range. The frequency-domain method can be employed to determine the maximum stable range, which
represents the maximum historical information that can be utilized.

According to the full-state feedback compensator and the distributed state observer, a control protocol that invokes
historical information from state observers and state compensators is proposed to drive MASs to achieve bipartite output
containment control,

ui(t) = Hify(t) + Iy — HiIL)&(b), (20)

where &;(¢) is the feedback compensation parameter and H; is a constant gain matrix that needs to be adjusted.

Theorem 1. Consider a heterogeneous MAS consisting of the followers’ dynamics (1) and the leaders’ dynam-

ics (2) subject to DoS attacks with Assumptions 1-4, the distributed dynamic control protocol (20) can

achieve the bipartite output containment, that is, tlim e,(t) = 0 if the following two statements hold for each
—00

follower,

(i) H; is adjusted to ensure the stability of A; + B;H;, and D; is adjusted to ensure the stability of A; +
D;C;;
(ii) The historical information satisfies (t) <

T
zl)‘max(q))l ’

Proof. By applying the distributed control protocol in (12), it can derive from (14), then

7(t) = P(t) — diag(T)é(t)
= diag(A;)7(t — h) + diag(B;)u
— diag(D;C)¥(t — h)
— diag(Iy) (I, ® S)&(t — h)
— (P ® I5)8(t — h)|
= diag(A; + BH,)y(t — h)
— diag(D;C)¥t — h)
+ diag(IL) (P ® I5)8(t — h). (21)
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Let A = diag(A; + B;H;), ¥ = diag(Il;) (d)k ® Iq) and Y = diag(A; + D;C;), then the closed-loop signed state
error dynamics of MAS is

7 (@) A ¥ —diag(DiCy) || r(t — (1)
s =0 o 0 5(t—z() | (22)
() 0 0 Y it — (b))

2|’1max((ﬂ)| ’
stable, then y(t) goes to zero. Therefore, The output signed containment error tlim &,(t) = 0, which the proof
—00

According to Lemma 4, if z(t) < then 6(¢) goes to zero. If Y is stable, then 7(¢) goes to zero. If A is

is completed. u

Remark 6. The above is the theoretical framework of this article, aiming to address the problem of DoS attacks
on MASs in achieving output bipartite containment control. The proposed control protocol utilizes observa-
tion and feedback compensation information stored in the storage module to drive MASs to achieve output
bipartite containment control under DoS attacks. In comparison with the works of References 33 and 34,
which are also aimed at stable control of MASs when communication is blocked, the work of this article does
not significantly affect the motion process of the agents because the control protocol drives the MASs by uti-
lizing the information stored in the storage module. According to the research motivation of the problem, the
control scheme proposed in this article will be applied to real physical systems, such as unmanned cars and
drones, where the motion process of the controlled vehicles is stable and smooth. The following simulation
section will verify this conclusion on both numerical and physical simulation platforms, and the simulation
results will also prove the above conclusion.

Corollary 1. Consider the heterogeneous MASs composed of the followers’ dynamics (1) and the leaders’
dynamics (2), the bipartite containment problem can be solved if Assumptions 1 and 2 are satisfied, such that
tlirn (1) =0.

Remark 7. The proof process for Corollary 1 is similar to that of Lemma 1, hence omitted here. Note that the
bipartite containment control without DoS attacks can be realized by using the historical information-based
control scheme in this article. When there are no DoS attacks, the control protocol only needs to call
the real-time or latest information to update the agents’ state, that is, the kth or (k — 1)th information
transmission.

Remark 8. Compared with References 34 and 35, which addresses the consensus control problem based on
the leader-follower system, we examine more intricate engineering problems of cooperative regulation. More-
over, References 34 and 36 only account for cooperative interactions among agents, where the communication
weight is positive. A more comprehensive and complex scenario with both cooperative and competitive rela-
tionships is considered in this article. Furthermore, it should be noted that Reference 37 also investigates
heterogeneous MASs with adversarial relations, but the more challenging case of encountering DoS attacks
is further explored in this article.

4 | SIMULATION RESULTS

A numerical simulation is performed in this section to demonstrate the effectiveness of the designed control scheme.
Furthermore, to validate the applicability of the scheme, we conducted a physical experiment.

The heterogeneous MAS considered consists of 3 leaders and 4 followers, and the communication topology structure
digraph G of MAS is shown in Figure 1. A positive weight value represents a cooperative communication relationship, and
a negative weight value represents a competitive relationship. The larger the value, the closer/farther the two agents are.
The bipartition nodes are N} = {n;,n,} and N, = {n3, ny}, it can be known that the Gy is structural balance and has a
spanning tree. The bipartite output states of agents are illustrated in the Cartesian coordinate system, where the horizontal
and vertical axes are represented as (Vnor, Jver)- Consider the initial states are ys = (4.7, 2.5), ys = (4.7,1.5) and y; = (5.6, 2)
for the dynamics (2) of the leaders for k = 5, 6,7 and the initial input states are r; = (0,4), r, = (0,—1), r; = (0,2) and
r4 = (0, -3) for the dynamics (1) of the followers in a two-dimensional graph. The system matrices of each follower are
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FIGURE 1 Communication structure digraph of the MAS.

described by (1) with

0 1
0|,Bs=]0
1 0

S N O

0
07
2
C1=C2=[—1 O],C3=C4=[—1 0 0]-

The constant matrices and control signals are defined as

8 0 O
8 0
D,=D; = ,D3=Ds=|0 8 0}
0 8
0 0 8
-2 0 0
-2 0
Hy=H, = 0 JH3=Hys=| 0 -2 0
0 0o -2

The performance of the distributed observer (9) under DoS attacks is shown in Figure 2. The bipartite state trajectories
of MAS with the feedback compensator (12) and control protocol (20) subject to DoS attacks are depicted in Figure 3.

It can be seen that the state observation errors of agents converge rapidly to zero in Figure 3, indicating that the
distributed observer can effectively observe the state information of the agents even when communication is blocked. The
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FIGURE 4 The heterogeneous system consisting of UGVs and UAVs.

FIGURE 5 The performance of the physical heterogeneous system.

control protocol (12) drives the MASs based on the observed state history information and compensator feedback history
information. In Figure 3, the solid-lined triangular region represents the true convex hull composed of three leaders.
Followers 3 and 4 eventually enter the unrealistic convex hull depicted by dashed lines, which have the opposite sign of
the true convex hull entered by followers 1 and 2. This indicates that the heterogeneous MASs with the proposed control
protocol (12) can achieve bipartite output containment control under DoS attacks.

In addition to numerical simulations, we also conducted physical simulations. The heterogeneous multi-agent system
consists of 3 UGVs and 2 UAVs, as shown in Figure 4. We note that both UGV and UAV are independent nonlinear systems
vehicles. The simulation platform based on Python and ROS can control them through information interaction and state
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feedback, and verify the algorithm in this article. The positions of the UGVs form a triangle representing the target convex
hull enclosed by the three leaders. The UGVs move along predetermined trajectories and provide position feedback. The
position trajectory of the kth UAV is given as follows

T
£(t) = [cos(0.0St + %) sin<0.08t + %) 02+ 0.2t] :

The UAVs receive discontinuous and periodically uncertain feedback, simulating an environment in which the system
is subjected to DoS attacks. The performance of the physical heterogeneous system is given in Figure 5, where it can
be observed that UAV1 eventually enters the convex hull enclosed by the 3 UGVs, while UAV2 lands in the opposite
position. The dashed line represents the axis of symmetry at yye, = 0. This proves that the proposed control protocol (12)
can drive physical heterogeneous multi-agent systems subject to DoS attacks to achieve bipartite output containment
control.

5 | CONCLUSION

This article addresses the state update problem of heterogeneous MASs when the communication in the system is blocked
and achieves bipartite output containment control. A distributed state observer design was proposed to estimate the
agents’ states, considering the impact of malicious DoS attacks on system communication. To attain the objective of
achieving bipartite output containment control, a novel distributed control scheme was developed that incorporated
historical information in the state update process. Graph theory, matrix processing techniques, and the Nyquist crite-
rion were utilized to derive the maximum constraint condition on historical information. A numerical simulation result
demonstrates the reliability of the control scheme proposed in this article, and engineering verification is carried out on
a heterogeneous physical platform composed of UGVs and UAVs. Further research aims to apply the research ideas and
theoretical conclusions of this article to complex systems with different types of attack models and to study fault detection
and fault-tolerant systems caused by cyber-attacks.
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