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Abstract: This paper introduces a method for fake accounts detection on social media through machine
learning using several classification algorithms and sophisticated feature extraction. Preprocessing steps included
dataset integration, feature normalization, entropy-based feature extraction, b¢havioral ratio computation, and class
imbalance handling using SMOTE and SMOTEENN. Ensemble learning models, including LightGBM, CatBoost,
XGBoost, and Logistic Regression, were trained on the training datasct and subsequently evaluated on the unseen
testing dataset to assess their classification performance. Models were evaluated using accuracy, precision, recall, F1
score, and confusion matrices. SHAP explanation displayed the feature contributions. Experimental results
demonstrated the effectiveness of the proposed approach, achieving the highest predictive accuracy of 99.71% and a
balanced F1-score of 99.70%. These findings demonstrate excellent discriminative performance in distinguishing real
accounts from the fake accounts and gencrated the following implications. Mixtures of feature selection, resampling
strategies, and explainable Al can clearly enhance fake account detection. The proposed framework provides a scalable
and effective solution for identifying fraudulent social media accounts and enhancing trust and security across online
platforms.

Keywords: Fake account detection dataset, Instagram fake profiles dataset, Machine learning algorithms, Ensemble
model, Feature selection model and Explainable AL

1.Introduction

The growth of social media platform usage, especially that of Instagram, has created an online sphere with billions
of real active accounts. However, a large number of fake or automated accounts have also emerged, used to either post
spam, fake news, fraud or manipulate the opinion of society[1]. In this case, such accounts are used to increase social
media metrics of a particular account, which pays for these actions. They may also be termed as fake followers. The
most critical distinction between an automated account and a fake one is that the former boosts its own metrics, while
the latter boosts the metrics of other users and therefore the discussion on social media becomes unfair [2]. Fake
accounts are on the rise, and they need to be detected and removed. As a result, this study delves into fake Instagram
accounts based on their profiles.

Detection and classification are critical aspects of social media network safety, security, and trustworthiness [3].
Machine learning has proven to be highly effective at spotting fake accounts based on user profile features, the model’s
behavior, and its interaction data [4]. For this problem, different classification models, decision tree-based algorithms,
gradient boosting methods, and deep learning solutions have been tried. Each model has its benefits and drawbacks in
terms of accuracy, generalization and computational cost [5]. This study focuses on the comparative assessment of
classification techniques suitable for differentiating between authentic and fraudulent accounts on Instagram. We
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establish this by training various models, ranging on efficacy and reliability over a wide range of configurations from
clustering methods to tuning the threshold and verifying accounts in an automated way against real users that utilize
the service. These results enable to learn in practice how the number of fake accounts can be reduced, and safely
improve throughout the entire platform and thereby continuously ensure a high-quality customer experience at modern
social platforms. We summarize the main contributions of this work as follows:

e An integrated system to detect fake accounts on Instagram, with utilization of multiple disparate Instagram
datasets in a harmonized and enriched feature space for enhanced diversity and generalization.

e A novel feature selection approach, termed Determinantal Submodular Mix for Feature Selection (DSM-FS),
which integrates Mutual Information (MI), SHAP-based feature importance, and DPP-inspired diversity
preservation to improve feature relevance, interpretability, and selection stability.

e An effective class imbalance treatment using SMOTEENN, applied only to the training set to improve
classification robustness, enhance reliability, and prevent data leakage.

e Stacking is an ensemble learning process that combines LightGBM, CatBoost, XGBoost and Logistic
Regression for extracting different decision patterns and enhancing prediction reliability.

o  Comprehensive analysis of interpretability using SHAP, calibration curves, and threshold scanning to ensure
transparency, stability, and reliable dissemination in real world social media environments.

e Experimental validation demonstrating that the proposed DSM-FS + SMOTEENN + Stacking framework
achieved 99.71% accuracy and 99.70% F1-score.

It is important to clarify that this work focuses on detecting fake accounts as a binary classification problem and

does not include recommendation systems, knowledge graphs, or collaborative filtering methods.

2. Literature Review

The enormous popularity of social media platforms in recent decades has generated a substantial increase in the
number of fake and fraudulent accounts that undermine the trust and security of many online communities. As a result,
one of the trending research topics in the social network analysis domain has become detecting fake Instagram
accounts. This literature review focused on the works of contemporary researchers who greatly motivated our efforts:

U Tung, et al. (2022) they aimed to classify Instagram user profiles into fake, bot, and real accounts with
classification algorithms. At the same time, they presented a publicly available dataset for the fake, bot, and real
accounts detection on Instagram. Existing self-presented features firstly include conditional features gathered from
the three kinds of accounts. Concerning data collection, real accounts are identified and acquired from their circle of
friends, fake accounts are obtained by manual scanning as well as Instagram itself, and bot accounts are acquired from
purchasing bot accounts websites and inobile applications. The features of these accounts are retrieved by web
scraping. They used the seven classifiers to train the classification models of fake, bot, and real profiles detection are
as follow. The classifier resuits explanation can be seen that Random Forest is the highest accuracy in prediction with
90.2%[5]

K. Kaushik et al., (2022) This research aims to develop and implement a deep neural network model trained to
detect fake and spam Instagram accounts. It focuses on designing and training a unique neural network model and
proposing an algorithm for detecting accounts associated with automated spam messages or fake Instagram accounts.
The precision and accuracy of the proposed method were achieved at 93% and 91%, respectively [4].

A.Sallah et al. (2022) They used different machine learning algorithms, such as Bagging and Boosting, to detect
fake accounts on Instagram. Machine learning now allows eight people to learn directly from the data rather than
human knowledge, with increased accuracy. To balance the two data categories, they used the SMOTE algorithm,
which allows for the same number of individuals per category. They also included methods for interpreting complex
machine learning models to understand the reasons for model decisions, such as SHAP and LIME values. They
preferred using SHAP values because they provide both a local and global explanation of the model, and the values
add up to the model's true estimate, which LIME does not. The results show an overall accuracy of 96% for XGBoost
and Random Forest. Below, an online fake detection system was developed to detect malicious accounts on Instagram
[6].

J. Ezarfelix et al. (2022) Machine learning techniques for detecting fake Instagram accounts were systematically
reviewed. Detection will be improved through several approaches, such as image recognition, natural language
processing, and metadata analysis. Random forest was found to have the highest accuracy (95.2%) in the subsequent
accuracy results, followed by neural networks (94.72%) and naive Bayes (94.58%). Logistic regression and support
vector machine (SVM) achieved the lowest accuracy, at 90.82% and 80.43%, respectively. The study suggests



improving machine learning models, incorporating object detection, and improving efficiency to facilitate better
integration with social media platforms [7].

P. Azami and K.J. Passi (2024) The researchers used particle swarm optimization (PSO) and binary grey wolf
optimization (BGWO) to create a fake Instagram account generator. Faced with the problem of detecting fake
accounts, they proposed BGWO and PSO as a hybrid algorithm for detecting fake Instagram accounts. The dataset
used consisted of 65,329 Instagram accounts and four classifiers: artificial neural network (ANN), k nearest neighbor
(KNN), and logistic regression (LR). The final accuracy reported in the work was 99.1%, with an AUC of 1.0 [8].

S. Chelas et al. (2024) The researchers proposed a machine learning based approach that relies on fewer input
features than similar studies. They emphasized the importance of feature selection and optimization, which enhances
the reliability and interpretability of the results. Among the models tested, Random Forest emerged as the best
performing classifier, achieving a classification accuracy of 97.71% and an F1 score of 95.74%. These results indicate
high predictive power, although the slightly lower accuracy suggests room for improvement in reducing false
positives. Overall, the study demonstrates that effective detection of fake accounts can be achieved using simplified
features, but more extensive validation on diverse datasets is needed to confirm generalizability [9].

H. Gunawan et al. (2025) Several machine learning models were studied to develop a fake account detection
system. Individual models, such as support vector machines, naive Bayes, logistic regression, multilayer perceptron
models, and ensemble models based on self-clustering and boosting techniques, were trained and tested. The training
and testing processes were performed using ten-fold cross validation to prevent overfitting. Test results indicated that
the adaptive and gradient boosting models achieved the best accuracy, achieving an F1 score of over 92% and a
precision exceeding 93% [10].

Weng et al. (2025) introduced an Educational Data Mining (EDM) system that used a student performance
prediction model based on the Gradient Boosting (GB) algorithm to select features. The authors applied CatBoost
algorithm to estimate the importance of features and chose the most influential {eatures by applying a cumulative
threshold mechanism and repeated 10-fold cross-validations. The framework was tested with Mathematics and
Portuguese educational data sets, and tested with different machine learning models such as MLP, SVM, Random
Forest, XGBoost and CatBoost. The experimental results illustrated that the proposed feature selection approach
showed better prediction results, with the FS-RF model, the best result was obtained in the Mathematics dataset with
MAE = 0.9525 and RMSE = 1.5284. The study, however, mainly focuses on tabular educational data and feature
importance from CatBoost only, potentially limiting the generalization and interpretability of the framework proposed
[11].

Li (2026) proposed that student engagement prediction can be implemented through a multimodal Transformer-
based framework, which achieves high accuracy by accurately extracting advanced features from heterogeneous
educational data. The study used BERT, Vision Transformer (ViT), and CNN-LSTM architectures to learn textual,
visual, and temporal behavioral features from online learning environments. A multimodal Transformer fusion
mechanism was utilized to fuse multimodal representations and learn complex student interactions.A cross-modal
Transformer fusion mechanism was adopted to fuse multimodal representations and learn complex student
interactions. According to the experimental results, the proposed framework has been able to achieve over 90%
prediction accuracy while increasing the F1 score in comparison with traditional machine learning techniques. It was
based on expensive Transformer models, however, without the use of explainable feature selection or more light-
weight optimization methods, which could hinder real-time implementation in educational systems [12].

In contrast, the proposed DSM-FS approach integrates cross-referenced information, SHAP-based significance,
and a Determinantal Point Processes (DPP)-inspired diversity mechanism to ensure the selection of informative, non-
recurring, and diverse feature subsets [13].

These results imply that in most cases, clustering and optimization as methods for machine learning techniques
demonstrate the best performance quality in the detection of fake social media accounts as the studies reviewed finally
indicate. However, most of these methods suffer from limitations due to being based on single datasets with very few
engineered features, and some cannot properly consider class imbalance. Moreover, few studies consider the
interpretability as an important factor to ensure trust and transparency in automated decisions. These voids symbolize
the necessity to combine various datasets, state-of-the-art resampling strategies and interpretable feature selection
approaches. Motivated by these findings, this work presents a comprehensive and scalable system that improves the
accuracy and interpretability of fake account detection.



Table 1: Summary Table of Literature Review

Ref Dataset Method Result
U Tung, | For data collection, real accounts | they used the seven classifiers to | Their results show that the Random Forest
et al. | were determined from their circle of | train classification models in fake, | gives thehighest prediction accuracy with
(2022) friends, fake accounts were accessed | bot, and real profile detection. 90.2%
by manual scanning from Instagram,
and bot accounts were accessed by
purchasing from bot account websites
and mobile applications
K. to develop and implement a deep | It focuses on designing and | The precision and accuracy of the proposed
Kaushik neural network model trained to | training a unique neural network | method were achieved at 93% and 91%,
et al.,, | detect fake and spam Instagram | model and proposing an algorithm | respectively.
(2022) accounts. for detecting accounts associated
with automated spam messages or
fake Instagram accounts
A.Sallah fake accounts on Instagram used various Machine Learning | Results show an overall accuracy of 96% for
et al. algorithms, such as Bagging and | the XGBoost and Random Forest
(2022) Boosting,
J. fake accounts on Instagram Random Forest, Neural Networks, | Random Forest was found with the highest
Ezarfelix Naive Bayes. Logistic Regression, | accuracy (95.2%) in the consequent
et al. SVM accuracy results, followed by Neural
(2022) Networks (94.72%) and Naive Bayes
(94.58%). Logistic Regression and SVM
rad the lowest accuracies at 90.82% and
_ 1 80.43%, respectively
P. Azami | for an Instagram Fake Account | made a combination of PSO and | the final accuracy reported in work was
and K.J. | Generator BGWO 99.1% accuracy
Passi
(2024)
S Chelas | for an Instagram Fake Account Random Forest Random Forest emerged as the best
et al. performing  classifier,  achieving a
(2024) classification accuracy of 97.71% and an F1
. score of 95.74%.
H. Fake account detection support vector | achieved the best accuracy and an F1 score
Gunawan machines, naive Bayes, logistic | of more than 92%, with precision surpassing
et al. regression, multilayer perceptron, | 93%
(2025) and ensemble models based on
bootstrap aggregating techniques
2 and boosting.

Traditional machine learning models have yielded good results in previous studies regarding fake account
detection. But most of them are based on small or one dataset, some only put attention on Ruin and personal
identification data, and commonly utilize basic resampling methods like SMOTE. They also rarely discuss on-the-fly
applicability, multimodal feature integration, or hybrid ensemble strategies. To fill in these gaps, this study combines
several Instagram datasets into one consolidated, more varied dataset (bundling of a KHMO); employs recent hybrid
resampling (SMOTEENN) to address the problem of class imbalance; and develops a stacking clustering model with
explainability (SHAP) and feature selection techniques (MI+DPP). Such a combination allows us to be both more
performant and interpretable, and better generalizes well across different account behaviours.

3. Proposed Work

In this paper we propose a systematic, transparent and interpretable machine-learning pipeline to differentiate
Instagram accounts into genuine vs fake/spam categories. It combines those advanced components in a framework
which is quite different from common methods such as Hybrid feature selection (DSM-FS), SMOTEENN to handle
class imbalance, and a stacking-based ensemble learning approach. Workflow starts with the integration of data and
feature extraction and then proceeds to DSM-FS, which selects informative as well as non-redundant features. The
processed dataset is then divided into training and testing sets, where SMOTEENN is only applied to the training data
to prevent information leak, facilitating class imbalance help.

Then, you train a set of different base classifiers (LightGBM, CatBoost, XGBoost and Logistic Regression) which
are combined in a stacking ensemble model to increase prediction reliability. Finally, the model outputs are evaluated



using multiple performance metrics and further interpreted using SHAP-based explainability, calibration curves, and
threshold analysis. The overall workflow of the proposed framework is illustrated in Figure 1.
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Fig.1. Rlock diagram of proposed method.
3.1. Description Dataset

In this work, we used the “Instagram Fake and Real Accounts” dataset [14], This record consists of approximately
786 sample Instagram profiles. Each record corresponds to a single user profile and includes several features that
describe account behavior and characteristics. First, the features are directly related to the account vanity metrics; the
number of followers, edge count followed by, which characterizes user audience size, the number “following”
number of accounts being followed by the user at the time of data collection; “edge count follow”, representing
following behavior, and the length of username “username_length.” Several binary indicators are also provided, such
as whether the username ‘“username has number” or full name “full name has number” contains numeric
characters, which often indicates auto generated or suspicious accounts. Other features of the vanity metrics are
whether the account has a full name length “full name length”, account privacy toggling on or off “is_private”, and
authenticity of account creation “is_joined recently.” The dataset also includes whether the account has an Instagram
channel “has_channel”, is a business account “is_business account”, has Instagram guides “has guides” or an
external URL “has_external url”, often used for promotional or fraudulent purposes. Finally, the target variable
“is_fake” identifies whether the account is fake.

The second dataset, titled “Instagram Fake Spammer Genuine Accounts” [15], It includes about 577 sample
Instagram profiles. Every object represents a specific Instagram account. The sample is described in terms of
behavioral and profile-based characteristics. Features include whether the account has a profile picture; the ratio of
numeric characters in a username relative to its length, which is an easily computable feature to identify automatically
generated usernames. The data on the number of words in the full name and the ratio of numeric characters in the full
name, is relevant due to being relatively natural random; it has already been shown by research. Also, an important
feature is a match between the full name and the username: Name = Username. This is a common feature of fake



accounts masquerading as real ones. #Description Length attribute describes the length of the bio / profile description;
the “External URL” is a video if a link is present; “Private” is a video if the account is private, or the posts are hidden
from everyone except followers; and labels metrics such as the total number of posts. followers, followers.

3.2. Datasets Union concatenate

To expand the feature space and enhance the generalization of the model, two separate datasets extracted from
Instagram accounts were combined into a single unified dataset. Namely, both these datasets were first imported, and
their graphs were studied. Then the step of unified graph [16] was carried out to achieve uniform naming of columns
and data type in both sources, where the features themselves were brought into a single form, while they might
correspond to the name of a column username length, number of followers, and privacy state. After harmonizing the
datasets, the union of data was performed row wise, preserving all unified features together with the corresponding
labels were fake or real. Further, redundant or irrelevant columns, as well as null values, were removed to improve
performance. The final result of the union of two datasets made it possible to obtain a more varied and representative
sample of Instagram accounts, which became the basis for subsequent feature engineering and training and evaluating
the model. This scheme for the Concatenate model of datasets can be presented as:

3.2.1 Schema Harmonization

e Each dataset may have different names for similar attributes (followers count vs. num_followers).

e Before concatenation, a harmonization step unifies column names and ensures both datasets describe
accounts in the same way.

e The label column is also standardized into a binary formi (0 = genuine, 1 = fake).

3.2.2 Column Alignment

e  Only the common features (those that appear in both datasets) are retained.
e This ensures the concatenated dataset has a consistent structure: each row represents an account
with the same set of features.

3.2.3 Vertical Concatenation

e  Once harmonized, the two datasets are stacked row by row.
e Conceptually:
= Dataset A contributes its records.
= Dataset B contributes its records.
=  Together they form a larger dataset with the same columns, but more rows (instances).

3.2.4 Unified Target Variable

e  After concatenation, the target (label) column is consistent across the whole dataset.
e  All training samples now follow the same definition of fake vs. real accounts.

Once all the joining process is completed, our final dataset has around 1.363 samples, which includes:786 from
the first one and 577 from the second counting on. It is a reasonable size of data for traditional ML and ensemble-
based methods, though it is not that large.

3.3 Feature Engineering

It should be noted that feature engineering implies a key component of the framework, as the quality and
informativeness of the input features have a significant impact on the learning models’ final performance [17]. The
purpose of this phase is to transform the raw format of Instagram account features to m profound and relevant



representations capable of capturing the behavioral, text based, and network-based trends that characterize fake users
from authentic ones.

To achieve that, various categories of features were established. In addition to defining the previously mentioned
statistical and relative features across each class, such as the follower-to-follower ratio and Posts to Follower ratio, a
large number of additional metrics were computed [18]. For example, there are several accounts that follow several
thousand users while being followed only by several ones. Not only were the ratios mentioned above used, but to undo
the skewedness of the original data and make the measures of the various features more comparable, other delicate
transformations were taken, including z scoring and logarithmic scaling in terms of follower counts [19].

Time and activity feature: This feature accounts for the users’ posting time and behavior. The formula used to
calculate the total post number of posts per day by the users is given by (Total posts)/(account age in days), where the
high value or an irregular post frequency is a sign of spam or automated behavior [20]. Textual and profile feature,
this set of features expose the user profile’s linguistic and structural features profile about and profile description.
When looking into users’ biographies and the length of the post, the existence of numbers, tweets, hash tags, emojis,
and embedded URLs can give a hint on a spammer. Spammers use links to advertise the products and services and
repost the keyword [21].

Similarity features, which use string similarity metrics like the Levenshtein distance [22] and Jaccard similarity
[23]. Since imposter accounts imitate existing profiles with slight textual alterations, the above similarity scores
indicate imposter profiles are high when over a threshold. Finally, multiple logical tags appended represent the
categorical account characteristics like whether the account has a profile picture, privacy status settings, verification
badge, business account, etc. These logical tags are like binary characteristics that provide additional context
represented by the purely numeric characteristics. This diverse set of geometric features forms a multidimensional
feature set for every account: quantitative features reflect the scope levels and activity, while qualitative and logical
features indicate the intent and authenticity. Similarly, the similarity features demonstrate the patterns of identity
imitation. The DSM-FS administers a standardization process on this feature space created, selecting the optimal
subset of the most informative and non-redundant features for the modeling phase.

Finally, several logical tags were added to represent categorical account characteristics, such as the presence of a
profile picture, privacy status, verification badge, and business account registration. These binary attributes provide
additional contextual information that purely numerical characteristics might overlook.

By combining these diverse types of geometric features, the framework creates a multifaceted representation of
each account: quantitative features (such as counts and ratios) capture levels of scope and activity; qualitative and
logical features reflect intent and authenticity; and similarity features reveal patterns of identity simulation. This
comprehensive feature space is then standardized and passed to the DSM-FS (Determinantal Submodular Mix for
Feature Selection) module, which selects the most informative and non-redundant subset of features for the subsequent
modeling phase.

3.4 Feature Selection

Feature selection is employed to reduce dimensionality, eliminate redundant attributes, and preserve only the most
informative and diverse features for the classification task [24]. In the proposed method, a hybrid approach termed
Determinantal Submodular Mix for Feature Selection (DSM-FS) is used. DSM-FS integrates MI [25], SHAP
importance values [26], and DPP [27] to balance relevance, interpretability, and diversity. Cross validated F1 score
acts as an adaptive stopping criterion. Feature selection can be demonstrated as in Algorithm 1.

3.4.1 Relevance Estimation
For each feature X, its statistical dependence on the target y is measured by MI as in (1) [28]:

p(X;y)

1
p(X)p(y) W

MI(X;y) = ) p(K;y)log -2

Where X; Represents the j-th feature in the dataset an independent variable whose relevance to the target we aim to
measure.
y represent the target variable (label) that the model is trying to predict (such as whether an account is real or fake).



p(X j,y)The joint probability of observing feature X; and target y simultaneously i.e., how often both occur together
in the data.

p(X j) The marginal probability of observing the feature X, regardless of the target value.
p(¥) The marginal probability of observing the target value y, regardless of the feature value.

In summary, MI quantifies how much knowing the value of feature X; reduces uncertainty about the target y. A
higher MI value suggests that the feature carries more useful information for predicting the target Simultaneously, a
LightGBM classifier is trained, and SHAP values are computed. For feature j, the SHAP importance as in (2) [26]:

1 .
SHAP) = ~ > ot (2)
Where SHAP | the average importance (or contribution) of feature j across all samples in the dataset.
N: The total number of samples (instances) considered.
<pj- The SHAP value for feature j in the i-th sample represent how much feature j contributed to the prediction for that
specific sample.

|g0;| The absolute value of the SHAP contribution, which measures the magnitude of influence (regardless of direction)
that feature j had on the prediction for sample iii.

In summary, this formula calculates the mean absolute SHAP value for feature j, which serves as a global measure of
how important that feature is across the entire dataset.

Both MI and SHAP scores are normalized to comparable scales. The fusion score is then defined as in (3):
gi=a*MIlj+ (1—a)* SHAP; (3)

q; The combined importance score for feature j. This score is used to rank or select features based on both relevance
and explainability.

a:A weighting coefficient (between 0 and 1) that deterinines the tradeoff between MI and SHAP importance.

M1 The MI score for feature j with respect to the target variable. This measures how much knowing feature j reduces
uncertainty about the target essentially capturing ielevance.

SHAP The average absolute SHAP value for feature j, reflecting how much j contributes to the model’s predictions
in practice capturing interpretability and practical influence.

(1 — @) The complementary weight, balancing the influence of the SHAP based importance relative to MI.

In simple terms, the equation produces a hybrid feature importance score by combining theoretical relevance (
MI;) and model-based contribution (SHAP;), weighted by a tunable factor a.

For each feature in the dataset:

Compute a relevance score with respect to the target label
Normalize all relevance scores to a common scale

Return the relevance scores for all features

3.4.2DPP-inspired Diversity Preservation
To avoid redundant features, DSM-FS employs DPP [29]. Let S denote a similarity kernel between features. The
L ensemble kernel is as in (4).

L =diag(q) = S = diag(q) %)

Where L: The kernel (or similarity) matrix used in the Determinantal Point Process (DPP) for feature selection. It
encodes both the importance of individual features and their pairwise similarities (or correlations).
diag(q): A diagonal matrix whose diagonal entries are the combined feature importance scores q; (from the earlier
formula). Multiplying by this scales the similarities by the importance of each feature.
S: The similarity (or correlation) matrix among the features. It captures how similar or redundant each pair of features
is, typically derived from correlation or another similarity metric.



L=diag(q) S diag(q) This constructs a kernel where each entry L;; reflects both the joint importance of features i and j
(via q;) and their similarity (via S ).

Classical DPP selects subsets based on their determinants which is computationally impractical for high-
dimensional feature spaces due to the exact optimization requirement. Thus, in this work we use a computationally
efficient greedy approximation of DPP principles. In particular, marginal gain is employed as a proxy to approximate
the maximization of log-determinant objective in order to facilitate both feature relevance and diversity.

This matrix is then used by the DPP to select a diverse yet highly relevant subset of features by maximizing the
determinant of the submatrix L corresponding to the chosen features.

For a candidate subset Y, the probability of selection as in (5).

P(Y) o det(Ly) (5)

P(Y): The probability of selecting a particular subset of features Y from the full feature set.
o Means "proportional to." The exact probability is a normalized version of the expression on the right.
det (Ly): The determinant of the submatrix of L corresponding to the features in subset Y. These determinant measures
both the quality (importance) and diversity of the selected features:
o Higher determinant — the subset is both relevant and diverse.
o Lower determinant — the subset is less informative or redundant.
Meaning:
In DPP based feature selection, the probability of selecting a subset Y increases with the determinant of Ly [30].
This naturally encourages the selection of subsets that balance high feature importance with low redundancy,
producing a compact, informative feature set.

Algorithm 1: Diverse Feature Subset Selection using DPP
Input:
e A list of features F
e Relevance scores g for each feature
e Correlation matrix C representing feature dependencies
Output: A selected subset of features SCFS that balances relevance and diversity
Steps 1: Compute the similarity matrix S by combining correlations and relevance scores:
L-diag(q)-S-diag(q)
Steps 2: Initialize the selected subset as an empty set: §=S
Steps 3: While the size of S is less than the desired number of features:
o For each remaining feature fEF\S:
o Compute the marginal gain in diversity if f is added to S.
o Select the feature with the highest marginal gain.
o Add this feature to S and remove it from the remaining features.
Steps 4: Return the final selected subset S.

3.4.3 Cross Validation Early Stopping
After each candidate feature is added, the selected subset is evaluated using stratified k fold cross validation with
F1 score as in (6) [30]:

F1 = 2 = (Precision * Recall) /(Precision + Recall) 5)

Algorithm 2: Cross Validation Early Stopping
Input: Model, training data (X, Y), max number of iterations, CV folds
Output: The best model parameter
Step1: Initialize best_score = oo
Step2: For each iteration from 1 to max_iterations:

1. Perform K Fold cross validation on training data

2. Compute average CV score (e.g., F1 or accuracy)

3. If current score > best_score:

= Update best score = current score




=  Save current model parameters as best model
= Reset patience counter

= Increase patience counter
= If patience counter exceeds threshold:
=  Stop training early
Step 5: Return best model

.. TP TP
Where Precision = TP1FP and Recall = TPIFN

3.4.4 DSM-FS Algorithm
Algorithm 3: DSM-FS (DPP-SHAP-MINE)

Input: Features X, labels y, base estimator

Output: Selected feature subset S, score table, best F1

Step1: For each feature j = 1..d: compute MI(X; y), train base estimator, compute SHAP importance, normalize
scores, and compute fusion q_j.

Step2: Build similarity kernel S (e.g., correlation).

Step3: Form L ensemble kernel L = diag(q) S diag(q).

Step4: Initialize selected set S = @, best F1 =0.

Step5: While not converged:
a. Choose feature j* with maximum marginal gain in det(L).
b. Update S «— S U j*.
c. Evaluate CV F1 using features in S.
d. If F1 improves: update best F1 and record S.
e. Else: stop (early stopping).

Step6: Return selected subset S, score table, and best F1.

3.5 Dataset Split

Finally, the selected features were used to preprocess and engineer the final dataset to be used. The dataset was
split into training and testing sets, at a ratio ot 80% to 20%. The stratified method was used while splitting to preserve
the class distribution. The training set was used to develop the models and run SMOTEENN after the split to
oversample the minority classes. The split and resampling method applied ensures that no data from the test set is
exposed to the machine learning algorithms. The testing set was used in testing and SMOTE sampled to simulate real
world data not seen to this point. This strategy was used to ensure that the models are exposed to real world class
distributions, and testing sets are untouched. In addition, stratified k-fold cross-validation was employed within the
DSM-FS feature selection stage to evaluate candidate feature subsets using the Fl-score criterion. This internal
validation strategy improves the robustness of the selected features and reduces the risk of overfitting during the
feature selection process. The use of stratified k-fold cross-validation during the DSM-FS feature selection stage
provides an internal validation mechanism that improves robustness and reduces the sensitivity of feature selection to
a particular data partition.

>

3.6 Balancing using SMOTEEN

To tackle the problem of class imbalance in the training set, SMOTEENN was implemented in this work.
SMOTEENN is a technique that is created by combining SMOTE for Synthetic Minority Oversampling Technique
and Enriched Nearest Neighbors. According to the still explained in SMOTE in SMOTEENN: SMOTE constructs
new samples to balance the class majority and class minority by randomly selecting a minority candidate and
computing the Euclidean distance between the candidate and its k nearest neighbors [31]. This combined approach
ensures that the training set is balanced and accurate, improving model performance and reducing bias toward the
majority class. The resampled dataset was then used to train all machine learning models individually and within the

group.



3.7 Create Ensemble model

Finally, to enhance our predictability, we created an ensemble model that blends several base classifiers. We
selected four base learners, which are LightGBM, CatBoost, XGBoost, and logistic regression. All four of these
learned on the same SMOTEENN balanced original training data. We then combined their predictions by means of
stacking, where the multiple leaners, which was logistic regression, learned on the top of scores performed by the base
models. Stacking ensembles exploit the complementary strengths of multiple predictors while mitigating their
individual weaknesses; hence, they perform a more accurate and efficient function in our case classification of
Instagram accounts as fake or real [32].

3.7.1 Base model

There are several individual classifiers in the core models of our framework, aiming to extract separate patterns
from the data. Specifically, as aforementioned, these are LightGBM, CatBoost, XGBoost, and logistic regression.
Subsequently, our core learners are trained separately on a balanced training set to predict whether an Instagram
account is genuine or fake. However, the individual classifiers have different weaknesses and strengths. The ensemble
stacking model thus leverages this diversity of core learners to achieve better overall prediction.

3.7.2 Staking

The stacking process is an ensemble method that links the predictions of a set of multiple base models. In this case,
the base learners: LightGBM, CatBoost, XGBoost, and logistic regression, outputs, which are the probabilities of the
models’ results, are taken as input features to a multiple learner that learns a logistic regression model, which output
will be the result. This enables the obtaining of a final prediction for which each base model’s strong point is
maximized while their respective weak points are mitigated, thus enhancing accuracy and reliability in making a binary
decision between fake and real Instagram accounts [33].

For the stacking framework suggested in this paper, all base models (LightGBM, CatBoost, XGBoost & Logistic
Regression) go through the same SMOTEENN-balanced training set. In such a scenario, each model learns
individually to find the prediction of whether an account is fake or real.

The predictions are gathered into a new dataset by using the predicted probabilities from each base model which
serve as input features for the meta-learner in order to build the meta-features. In particular, for each example, a feature
vector is created based on the outputs of the base learners. Then meta-features are used to train a Logistic Regression
[1] of model that acts as the final decision layer. To avoid overfitting and ensure generalization, the stacking process
follows a structured training pipeline where base models are trained first, followed by the meta-learner trained on their
outputs. The meta-learner was trained exclusively using outputs generated from the training data, while the
independent testing set was reserved only for final performance evaluation. This procedure prevents information
leakage and ensures a fair assessment of the stacking framework.

Based on the above description, the stacking process can be formally described as shown in Algorithm 4.

Algorithm 4: Stacking Ensemble Learning

Input: Training data (X, y)

Step 1: Train base models (LightGBM, CatBoost, XGBoost, Logistic Regression) on training data.

Step 2: For each training instance, obtain predicted probabilities from all base models.

Step 3: Construct meta-feature matrix Z where each column corresponds to a base model’s output.

Step 4: Train a meta-learner (Logistic Regression) using Z and true labels y.

Step 5: For test data, generate base model predictions and pass them to the meta-learner to obtain final predictions.
Output: Final predicted labels

3.8 Parameter Settings

In this section, we clearly state for reproducibility reasons the main hyperparameters of each model and
preprocessing methods. LightGBM for base learners was set with a 0.05 of learning rate, number of leaves = 31 and
maximum depth=-1 (no limit) The CatBoost model simply uses 500 iterations, a learning rate of.05 and depth = 6.
The hyperparameters of XGBoost classifier were set with a learning rate of 0.05, maximum depth = 6 and using 200
estimators. L2-penalized Logistic Regression with C = 1.0.



For the stacking model, Logistic Regression was used as the meta-learner with default parameters to ensure
stability and avoid overfitting.

SMOTEENN was only calculated to the training set to deal with class imbalance. As for the SMOTE component,
it used K-nearest neighbors (KNN) with k=5, while edited nearest neighbors (ENN) also used default settings. To
ensure that the comparison was fair and consistent, all models were implemented with standard machine learning
libraries (sklearn) and trained on the same SMOTEENN-balanced training dataset.

3.9 Evaluation Metrics

The performance of the proposed framework was evaluated using standard classification metrics, including
Accuracy [34, 35], Precision [36], Recall [37], and F1-score [38], along with the Confusion Matrix [39]. These metrics
were employed to provide an overall assessment of the model’s effectiveness in distinguishing between fake and real
Instagram accounts. Using multiple evaluation measures ensures a fair and reliable comparison of classification
performance, particularly when dealing with imbalanced data.

4 Results and Analysis
4.1 Experiments

Before constructing embeddings from the Instagram datasets, two Instagram accounts datasets were concatenated,
and comprehensive feature engineering was performed. The features comprised numerical statistics and textual
metrics and correlated to the account metadata. The labels were binary: 0 —real, and ! — fake/spam. The preprocessed
dataset was divided into two sets: training with 80% and exclusion test with 20%. Due to imbalanced classes,
SMOTEENN was used in the training set exclusively. Many base learners were fitted: LightGBM, CatBoost,
XGBoost, and Logistic Regression. Subsequent fitting and evaluation were performed on both single ensemble and
stacking models. Additionally, threshold tuning down the balanced SMOTEENN training set was made to predict
better.

4.2 Results

It is important to note that the proposed framework is based on classical machine learning models and ensemble
techniques rather than deep learning architectures, which typically require large-scale datasets. Therefore, the dataset
size used in this study is appropriate for the employed methods. Furthermore, the integration of feature selection
(DSM-FS) and hybrid resamipling (SMOTEENN) enhances the effective utilization of available data and improves
generalization performance.

Stacked Ensemble: performed best on the exclusion set with high accuracy, F1 score, and balanced precision
whereas Single base models performed mixedly; some models had overfitting behavior train on the balanced SMOTE
data and SMOTEENN Effect with balancing the training set with a mixed significantly improved model dynamics
and a reduction in bias toward the majority class. Feature selection indicated DSM-FS that selected a subset of highly
relative and diverse features that improve generalization. Confusion matrices and classification reports graphical
summaries generated for all models as ensemble approach consistently reduced misclassification of both real and fake
accounts compared to individual learners. This experiment summarized the achievement of combining feature
selection, balanced resampling, and ensemble learning in classifying Instagram accounts Confusion matrix of
CatBoost classifier distinguishing between real accounts 0 and fake/spam accounts 1. The classification result
presented that his model is highly effective at detecting fake account with a very low number of misclassifications of
real accounts characterized by low FP. There are many undetected fake accounts (FN=22), and the model is slightly
cautious about classifying an account as fake. In conclusion, The CatBoost model achieves highly in accuracy at
detecting fake accounts with a very low false alarm rate. Critical balances are required for real world scenarios as
minimal reporting of real users is essential such as the social talked about in Figure 2.

The LightGBM classifier has almost the same results in differentiating between real 0 and fake/spam 1 accounts
as CatBoost. Both classes’ number of accurately and inaccurately classified instances is identical. LightGBM is very
accurate and reports only one real account as fake, whereas it misses only 22 fake accounts. This means that the
LightGBM model has the same peculiarities as CatBoost — it does not have many false positives, and it is slightly



oversensitive. This situation is acceptable for social media security, where the cost of mistakenly blocking an actual
user is much higher than the cost of letting some fake accounts go unnoticed, as shown in figure 3.

Figure 4 displays the confusion matrix for logistic regression. As mentioned above, logistic regression achieved
great accuracy for class 0 simply because there are no false positives: it did not make a single mistake by classifying
an actual account as fake. This is essential to an application because it is paramount that a log. regression never gets
trusted by a user returns fake. However, there were 24 spams it could not classify correctly, which is a bit falser
negatives than CatBoost performs. Thus, the model is very conservative: it tries to minimize false positives but
concedes some recall for the fake class. In Figure 5, the confusion matrix for the XGBoost model is shown, where the
model has a high accuracy distinguishing an actual and a fake post, only having one false positive: it almost never
classifies a real post as a fake. Nevertheless, there are 23 false negatives: some fakes pass as reals. Apparently, the
model is very good at recognizing an actual post, but further tuning is needed to achieve a smaller number of fake
recognition misses. The confusion matrix verifies the good performance of the ensemble staking model, where the
number of true negatives 99 is high, and the model does well in identifying the actual posts. There is no one false
positive, it almost never has to classify actual posts as fake. In another hand there are only one false negative, and this
is an excellent indicator. As for the number of true positives 197, it is high, meaning the model does well in classifying
fakes. This confusion matrix was for the testing set after applying SMOTEEN balancing and evaluated at the best

threshold (t). The figure shows that the model almost perfectly distinguished between real accounts and fake accounts,
as shown in Figure 6.
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A calibration curve also created for our proposed last model on the holdout (test) set as shown in Figure 7, where
this curve explains the following parameters:
e X axis: Predicted probability that represent the probabilities output by the ensemble stacking model for the
positive class 1.
e Y axis: Observed frequency that indicate the actual fraction of positives in the data for those predicted
probabilities.
e  Orange dashed line (diagonal) denotes to the perfect calibration — predicted probability = actual probability.
e Blue line (Ensemble model): represent how well your predicted probabilities match reality.
The Key insights from the curve:
1. At low predicted probabilities (~0.0-0.1): The observed frequency is slightly higher than the predicted one
this means the model underestimates the likelihood of positives when it predicts low probabilities.
2. At mid-range probabilities (~0.3 — 0.4): The curve is above the diagonal, suggesting the model is still under
confident, example: when the model predicts ~30%, the actual chance is closer to 75%.
3. At high probabilities (~1.0): The model is very accurate, predictions of ~100% really correspond to almost
always being positive.
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Fig 7. Calibration curve

Threshold scanning of the SMOTEEN balanced test set We evaluate accuracy, F1 score, balanced accuracy at
various decision thresholds on the testing data. The experiment results indicate excellent robustness within a wide
range of thresholds, where all evaluation metrics are maintained near maximum value, generally over or about 0.99.
Only marginal increases in F1 score and balanced accuracy are observed with decreasing threshold values since this



corresponds to higher sensitivity towards the positive class. As the threshold step goes beyond mid-range, we see
performance degrading mildly with a sharp drop in accuracy and F1 score due to more false negatives. In general, the
model exhibited high reliability against threshold selection; this was reflected in the superior predictive performance
observed along most of the threshold values presented in Figure 8.
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Fig 8. Threshold sweep on testing set with SMOTEEN and ensemble model

In this paper, we presented a SHAP strength graph, which explains the contribution of individual features to a
single prediction made by the model. The baseline value (around 0) represents the average output of the model before
taking into account any features. The last predicted value is f(x) = 13.87, implying that the model strongly pushed the
prediction. The last predicted value fx = 13.87, meaning that the model strongly pushed one class’s prediction. In this
case, it is “true,” as explained in the binary classification. Meanwhile, the red features, located on the left side, push
the prediction higher. For example, edge followed by and fake had a positive effect while the blue ones, on the right
side, push the prediction lower. For example, the is_fake, posts log 1p, and followers loglp have significantly gained
a lower score. In other words, the account is more likely to be considered as real, as shown in Figure 9.
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Fig 9. SHAP force plot

The second SHAP plot illustrates the crucial features of the model for detecting fake accounts. As shown in Figure
10, the feature importance analysis reveals that the model’s most significant variable is is_fake, followed by
engagement. More specifically, a high ff ratio value and is_fake score strongly signals a fake account and markedly
increase its predicted probability, which appears logical since an engagement pattern is an excellent identifier of a
fake profile. In contrast, the followers_loglp and edge follow features substantially increase the predicted probability
of an authentic account as they signal a familiar well-balanced engagement. Finally, the username_digit ratio and
full name has number appear to be largely unimportant, and numerical factors have little effect on the classification’s
overall outcome. Ultimately, the fake classifier depends almost entirely on multiple engagement patterns involving
low followers and high followers, thus matching the user’s intuition regarding the average behavior of fake or bot
profiles.
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The graph in Figure 11 compares the training and testing accuracies of four machine learning models (Logistic
Regression, Random Forest, XGBoost, and LightGBM) without using the stacking technique. Performance: The tree-
based models (RandomForest, XGBoost, and LightGBM) significantly outperform Logistic Regression (LogReg) in
both training and testing accuracy and in overfitting. Indicator: The large gap between the training accuracy
(approximately 100%) and testing accuracy of the tree-based models indicates that they overfit the training data.
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Fig.11. Compares the training and test accuracy of four machine learning models without stacking

The graph in Figure 12 compares the training and test recall scores for the same four models without stacking.
Recall measures a model's ability to correctly identify all positive instances (coirectly detect fake accounts). A
significant drop in recall from the training set to the test set for complex models (RandomForest, XGBoost, and
LightGBM) is a clear sign of overfitting. These models memorize the training data but fail to generalize well to new,
unseen data. Logistic regression (LogReg) likely shows the smallest gap between training and test recall, indicating
that it is the most generalizable model, even if its overall recall score is lower than the other models. This suggests a
balance between performance and overfitting.

Though many of the individual models do appear to overfit to the data, as seen by a gap between training and
testing performance, the stacking ensemble blends this in part through multiple base learners with different decision
patterns. Different models explain various aspects of the distribution of the data, thus combining them mitigates the
variance due to model parameters. By the same token, the meta-learner is trained based on results found by base
models, the outputs are probabilistic suggestions rather than raw features. This transformation mitigates the overfitting
tendencies and enhances generalization performance.

All reported results are based on a fully held-out test set, which was not used at any stage during training or model
selection (this makes the evaluation fair).
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Fig 12. compares the training and test recall scores of the same four models without stacking



The graph in Figure 13 compares the F1 scores (harmonic mean of precision and recall) for the same four models
on the training and test data. The tree models (RandomForest, XGBoost, and LightGBM) show high F1 scores on the
training data, but much lower ones on the test data. This large gap between the training and test F1 scores is a strong
indication that these complex models overfit the training data and fail to generalize effectively. Logistic regression
(LogReg) shows the most stable performance with the smallest gap between the training and test scores, confirming
that it is the most generalizable model, despite potentially having a lower maximum F1 score.
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Fig 13. Compares the F1 scores (the harmonic means of precision aiid recall) for the same four models on training
and test data

The bar chart in Figure 14 shows the accuracy scores for both the training and test sets across four models: logistic
regression (LogReg), random forest, XGBoost, and LightGBM. The training (blue) and test (orange) bars overlap
almost perfectly, with an accuracy of 1.0 for both. This means that all four models achieved perfect accuracy on both
the training and test data, never mispredicting a fake account as real (no false positives).
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Fig 14. Precision scores for both the training and testing sets across four models

To evaluate the impact of data balancing on model performance, experiments were conducted on both the original
imbalanced dataset and the balanced dataset obtained using SMOTEENN. We summarize the pre and post balancing
results, demonstrating how resampling techniques improve classification accuracy, F1 score, and overall robustness.



This comparison highlights the importance of addressing class imbalance in fake account detection tasks, as illustrated
in Table 2.

Table 2: Results of the ablation study.

Ty[.)e-of Augmentation Method Algorithms Results
Training
Lgbm Accuracy=91%, F1=94%
No SMOTEENN and No cat Accuracy=92%, F1=95%
DSM-FS xgb Accuracy=93%, F1=95%
logreg Accuracy=93%, F1=95%
Lgbm Accuracy=92%, F1=95%
With SMOTEENN and cat Accuracy=93%, F1=95%
No DSM-FS xgb Accuracy=93%, F1=95%
No stacking logreg Accuracy=93%, F1=96%
Lgbm Accuracy=95.8%, F1=96.9%
. cat Accuracy=96.4%, F1=97.3%
With DSM-FS xgb Accuracy=96.2%, F1=97.1%
logreg Accuracy=95.4%, F1=96.5%
Lgbm Accuracy=97.2%, F1=97.8%
With SMOTEEN cat ___ Accuracy=98.0%, F1=98.3%
+DSM-FS xgb _ Accuracy=97.9%, F1=98.2%
logreg A_: Accuracy=98.3%, F1=98.5%
Stacking With SMOTEENN | ensemble modei Acc;;icgyg,__%;zll/%_ﬂ;géol%”

To assess the stability and reliability of the proposed model, the experiments were repeated multiple times with
different random seeds, and the average performance along with standard deviation is reported. The results
demonstrate that the proposed stacking framework maintains consistent performance with low variability, indicating
strong robustness.

In addition, to put in context the contribution of this paper, the achieved detection accuracy is also compared with
that reported in most previous works. The used learning algorithms and optimization methods varied considerably
with most of the works reporting high performance. However, the constraints they often faced were the limitation of
the dataset, being imbalanced datasets, or lack of interpretability. As a result, the applied method, which combines the
aforementioned four methods dataset enrichment, hybrid resampling, selection of features, and stack clustering — is
more robust and has superior generalization. Finally, as it can be seen in Table 3 below, the accuracy differences have
been demonstrated and the proposed approach proven more effective than the existing methods listed below:

Table 3: Comparison of Classification Results with Recent Studies.

State of Art Result
- Their results show that the Random Forest gives the highest
U Tung, etal. (2022) prediction accuracy with 90.2%4. i
The precision and accuracy of the proposed method were achieved
at 93% and 91%, respectively.
Results show an overall accuracy of 96% for the XGBoost and
Random Forest
Random Forest was found with the highest accuracy (95.2%) in the
consequent accuracy results, followed by Neural Networks
J. Ezarfelix et al. (2022) (94.72%) and Naive Bayes (94.58%). Logistic Regression and
SVM had the lowest accuracies at 90.82% and 80.43%,
respectively
P. Azami and K.J. Passi (2024) the final accuracy reported in work was 99.1% accuracy

K. Kaushik et al., (2022)

A.Sallah et al. (2022)




Random Forest emerged as the best performing classifier, achieving
a classification accuracy of 97.71% and an F1 score of 95.74%.
achieved the best accuracy and an F1 score of more than 92%, with
precision surpassing 93%

Ensemble Staking model with SMOTEEN and DSM-FS with
Our method the highest predictive accuracy 99.71% = 0.20% and balanced

F1 scores 99.70% = 0.30%

S Chelas et al. (2024)

H. Gunawan et al. (2025)

Despite the strong performance achieved, it is acknowledged that the high accuracy values warrant careful
interpretation. Future work will include additional validation strategies, such as cross-dataset evaluation and ablation
studies, to further confirm the robustness and generalizability of the proposed framework.

Conclusion

As a result, this paper proposed a multi-layer framework for detecting fake Instagram accounts. Notably, building
from many different datasets into a unified feature space, feature selection, and hybrid resampling raises diversity and
representativeness in the identification process. The use of hybrid resampling approaches, such as SMOTEENN,
mitigates the problem of class imbalance, as it enhances model learning and removes bias towards the majority
samples. We further evaluated different classification models, including logistic regression, random forest, XGBoost,
LightGBM, and ensemble stacking. While all models achieved varying performance, stacking outperformed others in
more stable and consistent results, indicating the possibility of a good classification accuracy rate based on combining
different classifiers. Lastly, feature selection techniques, like MI, SHAP, and DPP, supported the interpretability
process, as they allowed for determining the role of each feature in the process. From the findings, the multi-layer
approach yield record accuracy and precision compared to monolithic systeins, agreed to both individual and ensemble
frameworks. In conclusion, this method is scalable, offering a better gencralization method across various datasets.
Consequently, combining dataset enrichment, hybrid resampling, and ensemble learning and feature selection offers
a new method for detecting fake accounts. This study therefore opens horizons for implementation and research;
possible future research would be to integrate multimodal data (textual and visual), and real time streaming and feature
optimization for large scale implementation.
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